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1 INTRODUCTION

Azure Virtual Machines (VM) is one of several types of on-demand, scalable computing resources
that Azure offers. Typically, you choose a VM when you need more control over the computing
environment than the other choices offer. This article gives you information about what you should
consider before you create a VM, how you create it, and how you manage it.

An Azure VM gives you the flexibility of virtualization without having to buy and maintain the
physical hardware that runs it. However, you still need to maintain the VM by performing tasks,
such as configuring, patching, and installing the software that runs on it.

Azure virtual machines can be used in various ways. Some examples are:

« Development and test — Azure VMs offer a quick and easy way to create a computer with
specific configurations required to code and test an application.

e Applications in the cloud — Because demand for your application can fluctuate, it might make
economic sense to run it on a VM in Azure. You pay for extra VMs when you need them and
shut them down when you don't.

« Extended datacenter — Virtual machines in an Azure virtual network can easily be connected
to your organization’s network.

e The number of VMs that your application uses can scale up and out to whatever is required to
meet your needs.

Note: Stop The Virtual Machine if you are not using the machine.
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2 DOCUMENTATION

2.1 Microsoft Documentation

1. Create a Virtual Machine using Azure Portal

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/quick-create-portal

support@k2lacademy.com
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3 PRE-REQUISITE

Ensure that you have an account (Trail or Paid) in Azure Cloud.

Note: Follow Activity Guide
Register_For_Azure_Cloud_Account_Accessing_Console_ed** from portal
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4 CREATE VIRTUAL MACHINE ON AZURE PORTAL

1. Inthe Azure portal, search for Virtual Machine and select Virtual Machine.

Make sure you have an active subscription before doing all this. If you created a free
account for the first time, you’ll already have a FREE TRIAL subscription for 1 month.

SCR mome e PéFo e & =

AKARSH@K21ACADEM... @

DEFAULT DIRECTORY &

€5 c e © a <ol azure.com
el
Services

+ Create a resource
K3 virtual machines

A Home 4 Virtual networks

Ld Dashboard B8 virtual clusters

= All services % Virtual WANs

* FAVORITES £} Virtual network gateways

. A w9 Virtual assi
Bl AN resources Virtual networks (classic)

S virtual machine scale sets
3] Resource groups
= 3 Virtual machines (classic)
W Quickstart Center

B Activity log

@ i
W AppSacen B8 sqL virtual machines

> Function App

Marketplace @ Delete () Refresh

MsPControl Last updated: a few seconds ago

Virto Commerce ~

Virtual WAN

DD o

Virtual machine scale set

Documentation

ternal privat

Resource Groups

Resources N 4 " d
- 0 results were founs
| A No results were found
% Azure Cosmos DB
3 virtual machines /
4P Load balancers vision Ubuntu, Red Hat, CentOS, SUSE. CoreOS VMs
= Storage accounts
4 Vintual ke B 5
WU NSANONKS, (& eb Apps using NET, Java. Nodejs. Python. PHP
» Azure Active Directory
~) Monitor Functions &
8N
Process events with 3 serverless code architecture
@ Advisor
© Security Center .. Resource graph single value tile
N 5 = C atabase & ate Resource Graph que
€ Cost Manaement + Bill. W senvce Health [5 Marketplace i et s puban e S b v
htps//poralagunecom i< >
£ vird x|
1
Services See all Marketplace See all
KX virtual machines @ 3l MSPControl
4> Virtual networks [ Virto Commerce
H Virtual clusters 3] Virtual WAN
% Virtual WANs 31 Virtual machine scale set
Virtual network gateways .
e 9 y Documentation See all

<% Virtual networks (classic)
'ih Virtual machine scale sets
L;_l Virtual machines (classic)
=| Activity log
ED sql virtual machines
Resources
No results were found.

Searching all subscriptions. Change
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2. Select Add.

Dashboard > Virtual machines
Virtual machines Documentation @ & X
Default Directory

+ Add (O Reservations == Editcolumns () Refresh

Subscriptions: Free Trial

[ | [ Al resource groups v | | Alltypes v | | Alllocations v | | alltags v | | No grouping v
0 items
Name T. Type T Status Resource group T Location T\ Source Maintenance status Subscription Ty
B
No virtual machines to display
Create a virtual machine that runs Linux or Windows. Select an image from the marketplace or use your own customized
image.
Learn more about Windows virtual machinesf  Learn more about Linux virtual machines £
Dashboard > Virtual machines
Virtual machines
Default Directory
+ Add ® Reservations == Edit columns O Refresh
SUbSCﬂ New Virtual machine ‘
| ‘ ‘ All resource groups s | ‘ All types ~
0 items
Name T Type Tl Status Resource grot

3. Enter the following values:

e Subscription: Select your Azure subscription

« Resource group: Enter a new resource group name (Note: If this is first time you are
creating any resource then select Create New to create a new resource group)

e Virtual Machine name: It should be a unigue name throughtout the Azure network.

e Region: Select an Azure location, such as Western India, Central US etc.

support@k2lacademy.com 7
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Home > Virtual machines >

Create a virtual machine

Basics Disks  Networking  Management  Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (D | Azure for Students ~ |
Resource group * (O | k21-demo-rg A\ |
Create new

Instance details

Virtual machine name * (O | DockerMachine v |
Region* (D | (US) West US v |
Availability options (O | No infrastructure redundancy required v |
Image * (D | Ubuntu Server 18.04 LTS v |

Browse all public and private images

Fann¥ Y
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Size * (O | Standard_D2s_v3 - 2 vcpus, 8 GIB memory (35,307.53/month) ~
Select size

Administrator account

Authentication type @ O 55H public key @ Password

Username * (0 | AzureUser \/|
Password * (0 seessssennes W) |
Confirm password * (0 seessssennes o |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * () O None @ Allow selected ports

Select inbound ports * | HTTP (80), S5H (22) ~

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

< Previous MNext : Disks >

Optional: Using.SSH Key pair in place of username/password to connect to Ubuntu

machine

Another way to connect to machine is using SSH key pair and if you prefer SSH Key pair

then select this option

support@k2lacademy.com 9
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Home > Virtual machines >

Create a virtual machine

Size * () | Standard_D2s_v3 - 2 vcpus, 8 GIB memory (35,645.28/month) N
Select size

Administrator account

Authentication type O] @ SSH public key O Password
Username * (1) | AzureUser Ng
SSH public key * @ ssh-rsa v

AAAAB3NzaC1lyc2EAAAABIQAAAQEAGYZbb+pCuSFNiHV4bsklxdwvgx4Uhy
q1kYIAdiviMiaDg/nQbnEPXIVMUXYgNvAZmcStQri+y+0rwrsmW/4VjlQSX9

4

@ Learn more about creating and using SSH keys in Azure

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * O None @ Allow selected ports

Select inbound ports * | HTTP (80), SSH (22) N

A This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

< Previous Next : Disks >

==« Your deployment is underway

@ Deployment name: CreateVm_UbLlntuSewer—1S.O4—LTS-... Start time:  6/11/2020, 7:10:12 PM

Subscription: Azure for Students Correlation 1D: [

Resource group: k21-demo-rg

A Deployment details (Download)

Resource Type Status Operation details

No results.

Note: Stop The Virtual Machine if you are not using the machine.

support@k2lacademy.com 10
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5 CONNECT TO UBUNTU SERVER USING PASSWORD & SSH KEYS

There are two ways to connect to machine Using SSH and using Password.

After you create a Virtual Machine, click on the newly created Virtual Machine. Click on Connect.

1 DockerMachine  »

Virtual machine

[,2 Bearch curl+n ] « M C Restart [ stop &) capture [i] Delete () Refresh

& overview

Resource group (change) : k21-demo-rg
-] Activity log Status : Running
2. Access control (IAM) Location - West US

Now a dialogue box will open.

o
L4 @ Connect QI Restart I:l Stop
—
[ S5S5H Hmo-rg
RDP ng
Js
Bastion

_.'IL,IUZILIII\JLIUII I._Lllﬂlll._.:l’q:‘[

support@k2lacademy.com
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5.1 Connect Using the Password

Y Dockermachine | Connect

Virtual machine

| 4 Search (Ctrl+/) ‘ « To improve security, enable just-in-time access on this VM. =
B3 Overview
B Activity log RDP  SSH  BASTION

A trol (1AM
Fa Access control (IAM) Connect via SSH with client

® Tags
1. Open the client of your choice, e.g. | other clients .

2 Diagnose and solve problems
2. Ensure you have read-only access to the private key.

Settings chmad 400 AzureUser.pem s
A& Networking 3. Provide a path to your SSH private key file. ©
& Connect Private key path

~/.ssh/AzureUse
2 Disks sshfAzureUser
B Sjze #. Run the example command below to connect to your VM.

ssh -i <private key path> AzureUser@40.122.207.189 In)
@ Security

& Advisor recommendations
Can't connect?
] Extensions
& Test your connection

% Continuous delivery o

&~ Troubleshoot SSH connectivity issues

W Availability + scaling

1. Open putty.exe in your system
1. Enter the following
Host Name (or IP Address): Enter Public IP of your instance
Port: Enter 22
Connection type: Select SSH

A L - - S rroe——
ﬁ PuTTY Configuration ? ped
Category:
Q--Session Basic options for your PuTTY session
. ~Logging Specify the destination you wantto connectto
= Terminal P bl
--Keyboard Host Name (or IP address) Port
Bell [40.122.207.189 |22 |
- Features
—Comectonype
=l Window . .
 Appearance (ORaw (O Telnet (ORlogin @ssH (O Serial
-~ Behaviour Load, save or delete a stored session
Translation i
i} Selection Saved Sessions
- Colours | |
& Connection Default Settings
. Data demo g Load | 3
- Proxy kirti | 3
- Telnet mv2adb =
- Rlogin zdm Delete
+-S5H
- Serial
Close window on exit:
(O Always (O Never (@) Only on clean exit

About Help | Open l Cancel

support@k2lacademy.com 12
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2. Enter the following
Login id: AzureUser
Password: your Password

4[}.122.2[}7.189 - PuTTY - d X

Note: Stop The Virtual Machine if you are not using the machine.
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5.2 Connect Using SSH Keys

To improve security, enable just-in-time access on this VM. =

RDP  SSH  BASTION
Connect via SSH with client /
1. Open the client of your choice, e.g or other clients .

2. Ensure you have read-only access to the private key.

chmod 400 AzureUser.pem (I}

3. Provide a path to your SSH private key file. O

Private key path

~/.ssh/AzureUser

4. Run the example command below to connect to your VM.

ssh -i <private key path{ AzureUser@13.64.244.160 I}

Can't connect?
;.\{ Test your connection

I co . .
&~ Troubleshoot SSH connectivity issues

2. Open putty.exe in your system
3. Enter the following

Host Name (or IP Address): Enter username@Public IP AzureUser@13.64.244.1600f
your instance

Port: Enter 22
Connection type: Select SSH

support@k2lacademy.com 15
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ﬁ PUTTY Configuration ? X
Category:
5- ~ Basic options for your PuT T session |
. “-Logging i -
= Terminal Specify the destination you wantto connect to
- Keyboard HostName (or IP address) Port
- Bell AzureUser@1364.244.160 |22 |
EI-“-r--i-aneoa\Lures Connection type:
. Appearance (ORaw (O Telnet ()Rlogin @SSH () Serial
-~ Behaviour Load. save or delete a stored session
- Translation - . .
i Selection aved Sessions
- Colours |
|’:‘|--Cor|1:;19-:'r.|on Default Settings Load
- Data demo
- Proxy Kirt
- Telnet mvZadb Save
1 - Rlogin zdm Delete
1 =-SSH
i Kex
-Hostkeys
Cipher Close window on exit
!"AU”" () Always () Never (@) Only on clean exit
= TTY
X1 W
About Help Cancel

4. Now, expand SSH and select auth and Browse your Private key and click open

support@k2lacademy.com 16
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—
&% PUTTY Configuration ? X
Category:
[=-Session -~ Options controlling SSH authentication
¢ ‘. Logging
=) Terminal Display pre-authentication banner (SSH-2 only)
- Keyboard []Bypass authentication entirely (SSH-2 only)
- Bell
- Features Authentication methods
= Window [v] Atempt authentication using Pageant
- Appearance
. Behaviour [ ] Attempt TIS or CryptoCard auth (SSH-1)
. Translation Arlempt "keyboard-interactive” auth (S5H-2)
! E?I:EE:EE?;H Authentication parameters
=1 Connection [ ] Allow agent forwarding
It --Data [ ] Allow attempted changes of usemame in SSH-2
?"’Ix‘-\" Private key file for authentication:
t
| R‘Iaonien |C:\Users\piyuS‘LDesktop‘lKeys‘lpiyush_priva'| | Browse. ..
[
. EssHf
- Kex
- Hostkeys
- Cipher
B
STy
| - X1 Y
About Help Open Cancel

5. Now, it will display the below message, then click on Yes

PUTTY Security Alert X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 255 90:5f2a:8ei1affi25i1 3:3efed 8:02:7cb 1:8d1
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

nes _ , |

6. Once these steps done, Now you are successfully connected to your instance.

support@k2lacademy.com 17
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f AzureUser@DockerMachine: ~

Thu Jun 11 1

Note: Stop The Virtual Machine if you are not using the machine.
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6 STOP OR TERMINATE UBUNTU MACHINE

1. Go to the Machine Overview page

K1 Dockermachine  »

Virtual machine

‘}7 Search (Ctrl+/) ‘ « ,6‘ Connect Q’ Restal - [83 Capture O Refresh

‘ K3 Overview l Resource group (c Dockermachine_group Operating system : Linux (ubuntu 18.04)
B Activity log Status : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
. Access control (IAM) Location : Central US Public IP address 1 40.122.207.189

Subscription (change) : Azure for Students Colocation status  N/A
L
ags
Subscription 1D : 3e2272¢5-dbd5-4322-af00-d507c9b0626d Virtual network/subnet : Dockermachine_group-vnet/default
i
Diagnose and solve problems
DNS name : Configure
Settings Tags (change) : Click here to add tags
2 Networking R
& Connect
Properties  Monitorin Capabilities  Tutorials
P g P
8 Disks
B Size n Virtual machine A2 Networking
@ Security Computer name Dockermachine Public IP address 40.122.207.189
& Advisor recommendations Operating system Linux (ubuntu 18.04) Public IP address (IPv6)
SKU 18.04-LT5 Private IP address 10024
T Extensions
Publisher Canonical Private IP address (IPv6)
% Cont del . -
oninuews celvery VM generation \al Virtual network/subnet Dockermachine_group-vnet/default
B Availability + scaling Agent status Ready DNS name Configure
& Configuration Agent version 22481
Identity Host ID None B2 size
Size Standard D2s v3
Properties Proximity placement groupN/A
vCPUs 2
B todks B Availability + scaling Iy RAM 8Gig

2. Click on Stop to stop the machine then click on Ok to stope the machine.

&/ Connect Q' Restart] |:| Stop :ﬁﬂ Capture ]ﬁ[ Delete C_) Refresh

Stop this virtual machine

Public IP address '40.122.207.189" will be lost if this VM is stopped

Do you want to reserve the Public IP address?

Do you want to stop ‘Dockermachine'?

“ Cancel

3. Status will change to Stop now click on Start to start machine.

support@k2lacademy.com 19
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e | Dockermachine =

Virtual machine

0 Search (Ctri+/) «

& Connect

t [] stop

© capture [i] Delete

Operating system = Linux

Size : Standard D2s v3 (2 vcpus, 8 GiB memory)

\

K Overview - Resource group (change) : Dockermachine_group

Activity log | Status : Stopped (deallocated)
Location : Central US

R, Access control (IAM)

Subscription (change) : Azure for Students

® Tags
Subscription ID
£? Diagnose and solve problems

Settings Tags (change)

Networking

& Connect
Properties  Monitoring  Capabilities
& Disks _—
B3 Size K3 virtual machine
@ Security Computer name (start VM to vi
O ti e Li
& Advisor recommendations perating system e
SKU 18.04-LT8
[ Extensions
Publisher Canonical
% Conti deli
s Continuous delivery VM generation Vi
Availability + scaling Host ID None

Configuration Proximity placement group N/A

) Identity

Availabilif

y + scaling

Properties
P Availability zone

Locks

4. To Terminate the machine click on

a Dockermachine =

Virtual machine

£ Search (Ctri+/) «

B Overview

& Comnect [> start

Delete virtual machine
Activity log

Ao Access control (IAM)
® Tegs

£? Diagnose and sclve problems

Settings

Tags {change) + Click here to add tags

& Networking

& Connect
Properties  Monitoring  Capabilities

& Disks —_—
3 Size I3 virtual machine
@ Security Computer name (start VM to view)

Operating system Linux
& Advisor recommendations " S

SKU 18.04-LTS
[] Extensions

Publisher Canonical
% Conti deli
% Continuous delivery VM generation V1
B Availability + scaling Hnet 1IN NAna

Note:

support@k2lacademy.com

: 3e2272¢5-dbd5-4322-af00-d507c3b0626d

Public IP address :40.122.207.189

Colocation status T N/A

Virtual network/subnet : Dockermachine_group-vnet/default

: Click here to add tags

DNS name : Configure
Tutorials
L& Networking
iew) Public IP address 40.122.207.189

Public IP address (IPv6) -
Private IP address 10024
Private IP address (IPv6) -

Virtual network/subnet  Dockermachine_group-vnet/default

DNS name Configure
n Size
Size Standard D2s v3
vCPUs 2
RAM 8GiB

Delete

& Ccapture () Refresh

DNS name : Configure

Tutorials

b

Networking

Public IP address 40.122.207.18%
Public [P address (IPvé) -

Private IP address 10024
Private IP address (IPv6) -
Virtual network/subnet  Dockermachine_group-vnet/default

PRIS nama Confinira

Stop The Virtual Machine if you are not using the machine.
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This action will permanently delete the virtual machine "Dockermachine’. Associated resources (disks, virtual networks, etc) will not be deleted and can be removed manually.
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7 RESET VIRTUAL MACHINE PASSWORD

1. Select Virtual Machine and goto the Support+Troubleshooting-> Reset Password

Virtual machines DockerMachine | Reset password X

Username *
Password *

Confirm password *

Support + troubleshooting

@ Resource health

B Boot diagno

2. Under Mode Enter Username & New Password

K1 DockerMachine =

Virtual machine

[0 search (ct | « & Connect C Restart [] stop & Capture [i] Delete () Refresh
| K3 Overview | Reso! yroup (change) : DockerMachine ating system : Linux (ubuntu 18.04)
B Activity log Status : Running Size : Standard D2s v3 (2 vcpus, 8 GiB memory)
8y Access control (IAM) Location : EastUS Public IP address 1 40.114.104.144
Subscription (change) : Azure for Students Virtual network/subnet : DockerMachine-vnet/default
L
ags
Subscription 1D : 3e2272c5-dbd5-4322-af00-d507c9b0626d DNS name : Configure
£? Diagnose and solve problems
Tags (change) : Click here to add tags
Settings A
Networking
Properties  Monitorin Is
& Connect perties E Username
8 Disks KA virtual machine L2 Networking
B Size Computer name #DockerMachine Public IP address 40.114.104.144
® Security TSI Sy StenT Hroctobomte18:03) Public IP address (IPv6)
N SKU 18.04-1T5 Private IP address 10034
& Advisor recommendations
Publisher Canonical Private IP address
] Extensions
VM generation \l Virtual network/subnet DockerMachine-vnet/default
s Continuous delivery Agent status Ready DNS name Configure
% Availability + scaling Agent version 22481
&= Configuration Host ID None K2 size
Size Standard D2s v3
Identity Proximity placement groupN/A
vCPUs 2
Properties Colocation status N/A
P RAM 8Gie
& Locs B Availability + scaling
&l Export template Availability zone N/A 2 Disk

e Username: DockerMachine

e Password: Enter your password

e Confirm Password: Confirm Enter your password
e Click on Update

support@k2lacademy.com 21
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¢ DockerMachine | Reset password X

Virtual machine

0 Search (Ctri+/) «

& Polici This uses the VMAccessForLinux extension to reset the credentials of an existing user or create a new user with sudo privileges, and reset the SSH configuration. Learn more
icies

Mode (@

@ Reset password

() Reset SSH public key

EX Run command

Monitering O Reset configuration only
@ Insights
o Username * ()
Alerts ‘ DackerMachine J‘
i Metrics Pa d*
Diagnostic settings arrsrasrsianes ./l
& Logs Confirm password *
R v ]

E Connection monitor

Support + tr

@ Resource health
Boot diagnostics
Performance diagnostics (Pre..

Reset password

y ¢ 4

Redeploy

a

Ubuntu Advantage support pl...

Maintenance

o

support@k2lacademy.com 22
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8 HOW TO OPEN PORTS IN AZURE

1. Reach the home page of Azure and select Virtual Machines and click on your VM and then
click on Networking.

Home > Virtual machines >

Virtual machines «

Default Directory

+ Add v @ Reservations

‘ Filter by name. |

D Name Ty
ID B& DockerMachine I
D B8 Dockermachine

D B8 DockerMachine2

e | DockerMachine =

Virtual machine

‘)3 Search (Ctrl+/)

|<<

[ = |
]
o3
¢
&

Overview

Activity log

Access contral (JAM)
Tags

Diagnose and solve problems

Settings

Networking I

Y

(]

Connect

Disks

Size

Security

Advisor recommendations

Extensions

s Continuous delivery

Availability + scaling
Configuration

Identity

2. By opening networking section, you will see this on your screen and also a button called Add
inbound port rule, click on that and you will see an Add inboubd security rule window.

support@k2lacademy.com
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Home > Virtual machines >

Virtual machines « » DockerMachine | Networking X
Default Directory T Virtual machine
+ Add v (© Reservations - R Search (Ctrl+/) « & Attach network interface &
‘ Filter by name.. ‘ B Overview dockermachine49
[ Name T4 Activity log P configuration ()
FR Access control (IAM) ipconfig (Primary) ~
) BA DockerMachine
Te .
; ¢ g B Network Interface: dockermachine49  Effective security rules  Topolo
Dockermachine Y pology
R 2 Diagnose and solve problems Virtual network/subnet: DockerMachine-vnet/default NIC Public IP: DockerMachine-ip NIC Private IP: 10.0.3.4
[ BB pockerMachine2 Accelerated networking: Disabled
Settings
I & Networking I Inbound portrules  Outbound pertrules  Application security groups ~ Load balancing
& Connect @ Network security group DockerMachine-nsg (attached to network interface: dockermachine49) Add inbound port rule
5 Impacts 0 subnets, 1 network interfaces
& Disks
Priorit, Name Port Protoco Source Destination
a Y : inati
ize
O securty 300 A ssH 22 TP Any Any
320 HTTP 80 TCP Al Al
@ Advisor recommendations ”y ”y
340 HTTPS 443 TCP Al Al
[& Extensions ”y ”y
@ Conti el 65000 AllowVnetInBound Any Any VirtualNetwork VirtualNetwork
% Continuous delivery
% Availabil r 65001 AllowAzureLoadBalancerinBound  Any Any AzureloadBalancer Any
vailability + scaling
65500 DenyAllinBound Any Any Any Any
& Configuration
« »
o Identity
Home > Virtual machines > ¢ Add inbound security rule X
Virtual machines « = DockerMachine | Networking Dockertachine-nsg
Default Directory Virtual machine y Basic
+ add v © Reservations P Search (Ctrl+/) « & Attach network interface <7 1
Source * (D
[ Fifter by name ‘ B Overview dockermachine49 ‘ Any ~ |

Activity log

[ Name ™y IP configuration (D Source port ranges * (1)
(] B8 bockermrachi 82 Access control (1AM) ipconfig1 (Primary) ~ B |
ockerMachine
Tags . PR
] BA pockermachine ® = il Network Interface: dockermachine49 Effective | Destination*
. V. Diagnose and solve problems Virtual network/subnet: DockerMachine-vnet/default NI ‘ Any v |
[J B pockermachine2 Accelerated networking: Disabled
Settings Destination port ranges * (0
L2 Networking Inbound port rules  Outbound port rules  Applic ‘ 8080 |
& Connect ; Protocol *
onnec @ Network security group DockerMachine-nsg (attache: —
£ Disks Impacts 0 subnets, 1 network interfaces (@A TCP ubP ICMP )
Priorit Name Action *
o s y PR
( )
O securiy 300 4 ssH @I ey )
320 HTTP Priority * (@
®  Advisor recommendations ‘ 50 |
340 HTTPS
[ Extensions
_ _ 55000 AllowVnetinBound Name *
& Continuous delivery [ vortsom0 |
0 bl ' 65001 AllowAzureLoadBalancerinBound
Availability + scaling B
& cont 65500 DenyAllinBound Description
Confi ti
anfiguration . ‘
o Identity J
It properties

B toks =1

3. Change the Destination port ranges from 8080 to * and also the Name from Port_8080 to
All_Ports and click on Add.
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¢ Add inbound security rule X

DackerMachine-nsg

ﬂ Basic

Source * ()

‘Any v‘

Source port ranges * (1)
K |

Destination * (1)

‘Any \/‘

Destination port ranges * (D

B ]

Protocol *

~
L Any TCP upe ICMP )

Action *

D o )

Priority * (O

[ 350 |

Name *

‘ All_Ports v ‘

Description

Note: For poc purposes we are opening all the ports in Azure cloud.

4. On successful creation you will see the new All_Ports in the list of Inbound port rules like in
the below image.
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Home > Virtual machines >

Virtual machines « = DockerMachine | Networking X
Default Directory Virtual machine
+ add v (O Reservations -+ O Search (Ctrl+/) « & Attach network interface <% Detach network interface
[ Fiter by name... | B Overview dockermachine49
D Name T Activity log IP configuration (O
A2 Access control (IAM) ipconfig (Primary) V)
[ B8 pockerMachine
@ Tags L - )
[J B pockermachine ... @ Interface: Effective security rules Topology
i & Diagnose and solve problems Virtual network/subnet: DockerMachine-vnet/default  NIC Public IP: DockerMachine-ip  NIC Private IP: 10.0.3.4
[J B& pockerivachinea Accelerated networking: Disabled
Settings
& Networking Inbound port rules  Outbound port rules  Application security groups Load balancing
& Connect @ Network security group DockerMachine-nsg (attached to network interface: dockermachine49) Add inbound port rule
. Impacts 0 subnets, 1 network interfaces
€ Disks
) Priority Name Port Protocol Source Destination
B size
a
0 secuty 300 SSH 22 TCP Any Any
320 HTTP 80 TCP A A
® Advisor ion ny ny
340 HTTPS 443 TCP An An
7 Extensions = =
350 All_Ports An An An An
@ Continuous delivery I Y Y Y Y
_ 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork
% Availability + scaling
65001 AllowAzureLoadBalancerinBound  Any Any AzureloadBalancer  Any
& Configuration
65500 DenyAllinBound Any Any Any Any
% Identity
4 »
! properties
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9 HOW TO REMOVE RESERVE IP OPTION

If you Accidently Saved IP while Stopping a virtual machine then next time you will not get the
option for “reserve the Public IP”.

=3

« & Connect |:| Stop [, Capture ]E[ Delete Q) Refresh [ Share to mebile
Stop this virtual machine
Public IP address '52.165.37.49" will be lost if this VM is stopped

Do you want to reserve the Public IP address?

Do you want to stop 'Dockermachine'?

o

Next we will not get the option for “Reserve public IP address”

j « & Connect D Stop [@3 Capture ]E[ Delete Q) Refresh L] Share to mobile

Stop this virtual machine

Do you want to stop 'Dockermachine'?

e -

Subscription (change)
Azure for Students

Virtual network/subnet
Dockermachine_group-vnet/default

1. Goto Networking in Menu
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Dockermachine = X

Virtual machine

‘)3 Search (Ctrl+/) | « ;9’ Connect  [> Start Q Restart [Ga Capture @] Delete O Refresh E Share to mobile
B overview = Resource group (change) Operating system

Dockermachine_group Linux
Activity log .

Status Size
A9 Access control (1AM) Running Standard D2s v3 (2 vcpus, 8 GiB memory)

Location Public IP address
' Tags

Central US 40.122.207.18%
4 Diagnose and solve problems Subscription (change) Virtual network/subnet

Azure for Students Dockermachine_group-vnet/default
Settings Subscription ID DNS name
o . 3e2272c5-dbd5-4322-af00-d507c9b0626d Configure
22 Networking

Tags (change)
#7 connect Click here to add tags
8 Disks A
B size

Properties  Monitoring  Capabilities ~ Recommendations (0) Tutorials
9 Security _—
@ Advisor recommendations A virtual machine 2 Networking
E'.' Extensions Computer name (start VM to view) Public IP address 40.122.207.189
@ Continuous delivery Operating system Linux Public IP address (IPv6) -
SKU 18.04-LTS Private IP address 10.0.2.4
% Availability + scaling
Dithlichar Fananical Driyata 1D addrace (1DuA -

2. Go to the network interface

w Dockermachine | Networking

Virtual machine

earc T+ & Attach network interface & etach network interiace
O Search (Ctrl+/ < & Attach net terf Y Det. twork interf,

B Overview = dockermachine867

Activity log

IP configuration ()

A2 Access control (1AM) ‘ ipconfig1 (Primary) ~

¢ Tegs @ Network Interface| Effective security rules Topology

& Diagnose and solve problems Virtual network/subnet: Dockermachine_group-vnet/default NIC Public IP: 40.122.207.189 NIC Private IP: 10.0.2.4
Accelerated networking: Disabled

Settings
L& Networking Inbound portrules  Outbound port rules Application security groups Load balancing
# Connect @ Network security group Dockermachine-nsg (attached to network interface: dockermachine867) bound port ruld
X Impacts 0 subnets, 1 network interfaces
2 Disks
5 Priority Name Port Protocol Source Destination
B size
300 o SSH 22 TCP Al Al
9 Security v ”y
320 HTTP 80 TCP Al Al
® Advisor recommendations w w
- . 900 A open-port-3389 3389 Any Any Any
[=i' Extensions
_ ) ) 910 Port_8080 3389 TCcp Any Any
&% Continuous delivery
o _ 920 Port_5901 5901 TP Any Any
= Availability + scaling
930 Port_5902 5902 TCP Any Any
& Configuration

3. Under Network Inerface click on IP Configurations
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Home > Virtual machines > Dockermachine | Networking >

dockermachine867 s

Network interface

[2 search (i ] « = Move [l Delete () Refresh
@ Overview Resource group (change) : Dockermachine_group Private IP address 110024
W Activity lo ocation : Central ublic IP address : 40.122.207. ockermachine-ip]
ty log Locati Central US Public IP add 40.122.207.189 (Dock hine-ip)
R Access control (IAM) Subscription (change)  : Azure for Students Private IP address (IPv6) : -
P Subscription ID : 3e2272¢5-dbd5-4322-af00-d507c9b0626d Public IP address (IPv6) : -
ags
Virtual network/subnet : Dockermachine_group-vnet/default
Settings Network security group : Dockermachine-nsg
configurations ttached to : Dockermachine
B P config Attached Dock h
B DNs servers Tags (change) : Click here to add tags
@ Network security group =
! Properties
B Locks
E3 Bport template
Support + troubleshooting
Home > Virtual machines > Dockermachine | Networking >
dockermachine867 | IP configurations X
W Network interface
P search (Ctrl+/) « 4 add X
@ overview IP forwarding settings
@ Activitylog 1P forwarding [ iabicd JE)
R Access control (1AM) Virtual network Dockermachine_group-net
® Tegs
IP configurations
Settings
Subnet * default (10.0.2.0/24) ~
B P configurations
B DNs servers 2 Search IP configurations
@ Netwark security group Name 1P Version Type Private IP address Public IP address
1! properties ipconfigl 1Pvd Primary 10.0.2.4 (Dynamic) 40.122.207.189 (Dockermachine-ip)
B Locks
B3 Export template
Support + troubleshooting
% CHartim camuwine milac
Home > Virtual machines > Dockermachine | Networking > dockermachine867 | IP configurations >
ipconfigl X
dockermachines67
& X
Public IP address settings
Public IP address
Disassociate (@ )

*IP address. .

Dockermachine-ip (40.122.207.189)

Private IP address settings
Virtual network/subnet
Dockermachine_group-vnet/default

Assignment
CED seic )

IP address

6. Click on Create new
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Home > Virtual machines > Dockermachine | Networking > dockermachine867 | IP configurations > ipconfig!

Choose public IP address
Dy t are not in use won't have

& won't have an IP address assigned to them

namic public IP addresses th

o These are the public IP addresses in the selected subscription and location ‘Central US".

‘ + Create new

B o
Dockermachine_group 23.99.192.199 (Static)

=2 Tact

7. Under create IP:
e Name: New_1
e SKU: Select Basic
e Assignemt: Dynamic
e Click Ok

Create public IP address

Name *

| New_‘l|

SKU (©
@Basic [:_ Standard

Assignment

'!' Dynamic '3:__:3' Static

8. Click on Save
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Home > Virtual machines > Dockermachine | Networking > dockermachine867 | IP configurations >
ipconfigl

dockermachine867

X Discard

Public IP address settings

Public IP address

O . ~
| Disassociate QEEEsIsEN

*IP address

New_1 (New)

Private IP address settings

Virtual network/subnet
Dockermachine_group-vnet/default
Assignment

—

IP address

10024

9. Go to the Overview page click on STOP Virtual machine

Dockermachine =

Virtual machine

[2 search (cirl+n | « & Connect [> Start T Resta & Capture [ii] Delete () Refresh [] Share to mobile
B overview 2 Resource group (change) Operating system

Dockermachine_group Linux (ubuntu 18.04)
Activity log .

Status Size
Ao Access control (IAM) Running Standard D2s v3 (2 vcpus, 8 GiB memaory)
o Location Public IP address

ags Central Us 52.165.175.192

& Diagnose and solve problems Subscription (change) Virtual network/subnet

Azure for Students Dockermachine_group-vnet/default
Settings Subscriptien ID DNS name
i . 3e2272c5-dbd5-4322-af00-d507c9b0626d Configure
A2 Networking
& Tags (change)

Connect Click here to add tags
8 Disks A
8 sie
Properties  Monitoring  Capabilities ~ Recommendations (0)  Tutorials
Q security _—
® Advisor recommendations KA virtual machine & Networking
7 Extensions Computer name Dockermachine Public IP address 52.165.175.192
& Continuous delivery Operating system Linux (ubuntu 18.04) Public IP address (IPv6) -
SKU 18.04-LTS Private IP address 10.0.2.4
B Availability + scaling
Publisher Canonical Private IP address (IPv6) -

10.Now you can stop the VM without Reserve the IP address.
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»

Stop this virtual machine

A Public IP address '52.165.175.192" will be lost if this VM is stopped

D Do you want to reserve the Public IP address?

Do you want to stop ‘Dockermachine’?

o |
N J
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10 SUMMARY

In this activity Guide we learned:
e How to create a Virtual Machine on Azure Portal.
e How to Connect to Virtual Machine Using Putty.
e How to Update VM Password.
e How to Open ports on Azure Cloud.

e How To Remove Reserve IP Option
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